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1. BeepeHue

Hacrosiimas H”HCTPYKIIUSI ONTMCBHIBAET MPOIIECC YCTAHOBKHU MPOTrpaMMHOT0 Tpoykra «IIporpamma st
OBM «Leak-search»y, mpencraBisromniero coooi cepBuc aBTOMaTU3MPOBAHHOTO TIOWCKA (J1ajee 1mo
TekcTy Takke Leak-search, Cucrema, Cepsuc, cepBuc «Leak-searchy, mporpaMMHBIN TPOIYKT).

2. CnucteMHble TpeboBaHMA
2.1 CepBepHoe nporpammHoe obecneyeHne

PasBeptriBanue cepBuca «Leak-search» Bo3amoxxHo Ha m000ii Linux-coBmectumoit OC ¢ Bepcueit
anpa 4.13+ ¢ ycranosnenusiM 110 Docker. 1o cocTosiHUIO Ha TEKYLTHI MOMEHT JIJIsl pa3BEepThIBAHUS
nonoiayT akTyanbHbIe Bepcun Debian(10, buster), Astra Linux.

MuHuMaTbHO HE0OX0AMMBIC BepCcrur KOMITOHEHTOB Docker:

e docker 19.03.+;
e docker-compose 1.25.+.

2.2 AnnapaTHble XapaKTePUCTUKM CEpPBEPOB
Jns ycranoBku cepBuca «Leak-searchy pekoMeHayeTcst HCIOIB30BaHUE CIEAYIONIUX PECYPCOB:

e Cepsep: 2-core CPU, 16 I'GaiiT O3V, 20 ['6aliT 1MCKOBOT'O IPOCTPAHCTBA.

e Taxoke A yCTaHOBKH HEOOXOIMMO MOAKIIOUEHUE K ceTH VIHTepHeT.

3. 0O630p NpoLecca yCTaHOBKY

Cepsuc «Leak-search» ycraHaBimBaeTcs myTeM 3amycka OJJHOIO yCTaHOBOUHOTO ckpunra (leak-
search-deploy.sh) B nuctpuOyTuBe.

Ccpika 11 cKauynMBaHUA JUCTpUOyTHBA - https://static.leak-search.com/download/leak-search.zip

B cocraB muctpuOyTrBa BXOIAT CIEAYIONME KOMITOHCHTHI:

Docker-koHTelHEPHI:

o leaks.master.backend — BuyTpennsis yacth cepBuca «Leak-search» (coOcTBeHHast
pa3paboTka);

o leaks.master.frontend — web-uatepdeiic ceppuca «Leak-search» (coOcTBeHHas pazpaboTka);
o leaks.master.searching tasks — 3amyCK IOMCKOBBIX 3a/1a4 (COOCTBEHHAs pa3paboTKa);
e leaks.master.start_task — 1nocTaBILMK JAHHBIX JJIs1 IOUCKOBOT'O y3J1a;
o leaks.master.gist_search_task — vHunaTop 3agaHui 11 TOMCKA 10 cepBHCy gist.github.com
o leaks.master.gist_result task — cOOpIIMK pPe3yabTAaTOB MOKCKA IO cepBUCY gist.github.com
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o leaks.worker.gist _tasks — TOUCKOBBIN y3en 10 cepBucy gist.github.com (cobcTBeHHas
pa3paboTka);
o leaks.master.git_search_task — vHULIIATOp 3aaHUI JIJIS TIOMCKA IO cepBUCY github.com
o leaks.master.git_result task — cOOpIIMK pe3yIbTaTOB MOUCKA MO cepBUCy github.com
o leaks.worker.git tasks — MOUCKOBBIN y3eJ 1o cepBucy github.com (cobcTBeHHas pazpaboTka);
o leaks.master.postgres — CYBJ]] PostgreSQL;
o leaks.master.rabbitmq — Gpokep coobmenuit Rabbit MQ);
o leaks.master.redis — x>mmpyromas CYBJI nist 6pokepa cooOmieHuit;
o leaks.master.schedule — nipouecc, 3anyCKarOUIAM MOUCK YTEUYEK MO PACTUCAHUIO;
o leaks.worker.proxy — npoxcu-cepsep JUist paO0ThI IOMCKOBBIX Y3JIOB.
IlepeuncneHHble KOHTEWHEPH! YIIaKOBAHbI B apxuB leak-search.tar.gz

HOHOJ’IHI/ITCHBHBIC KOMIIOHCHTBI:.

leak-search-deploy.sh — cxpunT 3amycka yCTaHOBKH (COOCTBEHHas pa3padOTKa);
leak-search-deploy.yml — nineitOyk niist pa3BEPTHIBAHUS MPOTPAMMHOIO MPOIYKTA Yepe3
cucremy docker-compose (coOcTBeHHas pa3paboTKa);

leak-search.env — ¢aiin koHQUrypanuu ycTaHOBIIMKA (COOCTBEHHAs pa3paboTkKa);
leak-search-remove.sh — ckpunt ynanenns Leak-search (coOcTBeHHast pa3paboTKa).

(B Ilpunoxenun 1 k HacTosIIIEN MHCTPYKIIMH IPUBE/IEH NIEPEYEHb KOMIIOHEHTOB KOHTEHHEPOB,
JULEH3UN UX PacIpOCTPaHEHMsI U a[jpeca PEIO3UTOPUEB ITUX KOMIIOHEHTOB B ceTH VIHTEepHET)

YcranoBouHblil ckpunt 3amyckaer docker-konTeiinepsl. [Tocie ycneniHoro 3amycka Ha KOMIbIOTEpE,
Ha KoTopoM Obl1a ycranoBiieHa Cuctema, Oyaet gocryneH BeO-uHTepdeiic CepBuca «Leak-searchy,
B3aMMO/ICIICTBOBATH C KOTOPHIM MOKHO MOCPEICTBOM JIt000T0 Opaysepa mo aapecy
http://localhost:8080

4. YcTaHOBKa
4.1 YctaHoBKa Docker

O0s3arenbHBIM MpeyciaoBrueM It ycraHoBKH «Leak-searchy siBisieTcst ycTaHOBKa CIeIyIOIIUX
[TaKETOB:

e docker 19.03.+;
e docker-compose 1.25.+.

JleTanu X yCTaHOBKHM OMHUCAHBI B TOKYMeHTax https://docs.docker.com/engine/install/debian/ u
https://docs.docker.com/compose/install.

st nuctpubytuBa Debian nnu Astra Linux ycTraHoBKa MpOW3BOAUTCS CIETYIONIAMUA KOMaH/IaMH:

$ sudo apt-get update
$ sudo apt-get install -y \
apt-transport-https \
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https://docs.docker.com/compose/install

ca-certificates \
curl \

gnupg \

Isb-release

$ sudo mkdir -p /usr/share/keyrings/

$ curl -fsSL https://download.docker.com/linux/debian/gpg | sudo gpg --dearmor -o
/ustr/share/keyrings/docker-archive-keyring.gpg

$ echo \

"deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/debian buster stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

$ sudo apt-get update

$ sudo apt-get install -y docker-ce docker-ce-cli containerd.io

$ sudo curl -L \

"https://github.com/docker/compose/releases/download/1.25.0/docker-compose-$(uname -s)-
$(uname -m)" -o /usr/local/bin/docker-compose

$ sudo chmod +x /usr/local/bin/docker-compose
[Tonb3o0Barensp, MO y4€THOH 3aIIUChI0 KOTOPOTO OyJeT MPOU3BOAUTHCS YCTAHOBKA, JOJKEH OBITh
Y4YaCTHUKOM rpynnbl docker. Komana 11st IpoBEpKHU:

user@host:~$ groups

user docker

Ecnu nonb3oBarens He ABISETCS YWICHOM Ipynnbl docker, HY>KHO BBIIIOJHUTD CIEAYIONIYIO KOMaHTY:

$ sudo usermod -aG docker USER_ NAME

rne USER_NAME — Ha3BaHue y4eTHOU 3aIIUCH MOJIb30BaTENs, OT KOTOPOTo OyIeT 3aIyCKaThCs
CKPUIIT YCTAHOBKHU.

[Tocne aToro He0oOXOAMMO BBIUTH U3 YUETHOM 3aIMCH U 3aUTH CHOBA, JUIsl IPUMEHEHUS TTPaBUII
TPYMIbL K MOJIb30BATENIO.
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4.2 YcTaHOBKa M nepsbii 3anyck cepsuca «Leak-search»
Jlnst ycranoBku cepBuca «Leak-searchy BBIOTHHUTE ClIEAYIOIINE IIIATH:

1. CkauaiiTe apXuB ¢ TUCTPHOYTHBOM MPOrPaMMHOT0 MpoaykTa. CChlIKa Ha apXUB —
https://static.leak-search.com/download/leak-search.zip

2. PacnakyiiTe ckaueHHBIN apXUB JIOOBIM yI0OHBIM /ISl Bac CIOCOOOM B OT/ENIbHBINA KaTaJIor,
Hanpumep, leak-search.

Buumanwne! Apxus 3amumieH naposneM. Eciu y Bac emie HeT napodsi, 00paTurech B
TEXTOAMIEPKKY MO aapecy support@leak-search.com.

$ unzip leak-search.zip -d leak-search

3. Boiinure B xatanor leak-search:

$ cd leak-search/

4. Wcnpasbre B (aiine leak-search.env 3HaueHne cneayromux nepeMeHHbIX - github login (MM
co3maHHOro Bamu akkayHta Ha GitHub) u github_token (Token y4eTHoit 3anucH), co31aHHBIE
BaMH, Kak onucaHo B [Ipunoxxenun 2.

(It ymoOcTBa KCIIepTH3BI ObliIa CO3/JaHa yUeTHas 3alUCh, IPUBs3aHHAS K
MPEIOCTABIAEMOMY IS SKCIIEPTU3bI SK3EMIUISIPY MPOrPAMMHOIO POAYKTA.)

SERVICE ACCOUNT=github login
SERVICE TOKEN=github token

[Tpumeuanue: Ilonp3oBarenu CepBrca HE 3aHUMAIOTCA CO3JaHUEM aKKAyHTOB HA BHEII-
HHUX OTHOCUTCIBHO Leak-search CUCTCMAX, ITOOTOMY HEC 3aBUCAT OT CAHKIMOHHBIX IMOJIMTUK
u orpaHnnyeHuil. Bce He0O6X0AMMBbIe YUETHBIE 3aTUCH CO3/IAI0TCS U EPUOANYECKH OOHOB-
JSIOTCSL B paMKax compoBokaeHus CepBuca 0e3 3asiBOK OT KJIMEHTOB.

5. 3amycrtute ckpunt leak-search-deploy.sh
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$ ./leak-search-deploy.sh
CKpUIIT aBTOMATUYECKH Pa3BEPHET BCE NATHAANATH Docker-KoHTelHEPOB.

006 ycnexe pa3BepThIBaHUS CBUACTEILCTBYET 3HaUeHHE «done» B KOHIIE KaXI0i CTPOKH MOCIe

HAMMEHOBAHUS COOTBETCTBYIOLLIETO KOHTEMHEPA.

Copyright ©

00O "bwuar Onnaiin Pemenns”



Coobwenue 06 ycnewnoii ycmanoske cepsuca «Leak-searchy

6. Ilocne BeImoIHEHHS AeUCTBUH 1-4 U3 myHKTa 4.2 TaHHON MHCTPYKIIMH, PUIIOKEHUE OyIeT
JIOCTYITHO 110 anpecy http://localhost:8080/#login

7. 3aiinute B Opaysepe o aapecy http://localhost:8080/#login u yoeautech, uto ceppuc «Leak-
search» noctymeHn st paboTel. bosee moapoOHO MporpaMMHBINA MPOAYKT OnrcaH B PykoBocTBe

IIOJIB30BaTECIIA.

Hoctyn B cepuc «Leak-search» ocymectBisiercss mo BeigaHHbIM Bragensiiem Cuctemsl

JIOTUHY U IapOJItO:

F o

£ 10
A
&

] O \9) https://dashboard.leak-search.com/?#/login w7 .i Q Mouck . =]

y] LEAK-SEARCH

WCCKNA
~{ FIND YOUR LEAKS w Pycckun

Boigute B cBOWM
aKKayHT

Anpec 3NeKTpoHHOR NO4ThI *

Mapone * 3abbinu napones?

BoitTu

Oxpan asmopuzayuu 6 cepsuce «Leak-searchy

[Tpumeuanue. [IpoBepUTh COCTOSHNE 3aMYIIEHHBIX KOHTEHHEPOB MOKHO KoMaH o1 «docker ps».

$ docker ps
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http://localhost:8080/#login
http://localhost:8080/#login

Coobwenus o cocmoanuu 3anyueHHvlx Konmetinepos cepsuca «Leak-search»

4.3 YpaneHue cepsuca «Leak-search»

UtoOs! ynanuth cepBuc «Leak-searchy 3amycturte ckpunrt leak-search-remove.sh

$ ./leak-search-remove.sh

Coobwenue o 3asepuienuu onepayuu yoanenus ceppuca «Leak-searchy
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5. KoHTakTHas MHPopMaLma NPOM3BOAUTENS NPOrPaMMHOIO NPOAYKTa
5.1 KOpuanyeckas nHpopmauma

Nudopmaniust 0 10puaIndecKoM JINIE KOMIaHUU:

Haspanune komnanuu: OOIIECTBO ¢ OTPAaHUYECHHON OTBETCTBEHHOCTHIO «buimuur OHaitH

Pemrenusy.

KOp. agpec: 620014, CepaioBckas 001, T. EkatrepunOypr, yi. 8 Mapra, ctp. 32a,
stax/mom. 5/1-7, 6/1-5.
OI'PH 1196658065955

HNHH 6671099510

5.2 KoHTaKTHaa MHpopmauma cayxbbl TEXHUYECKON NOAAEPIKKM

CBs3aTbCsl CO CIEHUANTUCTAMHU CITYKOBI TEXHUYECKOM MOIIEPKKH MOXKHO IO AJIEKTPOHHON MoYTe

u/unm Tenedony:

Email: support@leak-search.com

Temn.: 8 800 600 07 27

Mpunoxkenue 1. NepeyeHb KOMNOHEeHTOB doker-KoHTelMHepOoB.

HaunmeHoBaHue JIunensus CchlIKa Ha peno3uTopui
Linux GPL v2 https://github.com/torvalds/linux
docker-slim Apaghe License https://github.com/docker-slim/docker-slim
Version 2.0
PostgreSQL Postgresql license  |https://git.postgresqgl.org/gitweb/?p=postgresql.git:a=summary
RabbitMQ MPL 2.0 https://github.com/rabbitmg/rabbitmg-server
Redis 3'-C1ause BSD https://github.com/redis/redis
license
PSF license + BSD s
Python Zero clause license https://github.com/python/cpython
. 3-Clause BSD . . .
Django license https://github.com/django/django
Django REST 3.-Clause BSD https://github.com/encode/django-rest-framework
Framework license
django-filter i;(éilése BSD https://github.com/carltongibson/django-filter
django-otp lzi_c(éilése BSD https://github.com/django-otp/django-otp
beautifulsoup MIT License https://code.launchpad.net/beautifulsoup/
3-Clause BSD .
celery license https://github.com/celery/celery
xml 3-Clause BSD - //github.com/lxml/bxml
license
markupsafe 3'-C1ause BSD https://github.com/pallets/markupsafe
license
Apache License . .
phonenumbers Version 2.0 https://github.com/daviddrysdale/python-phonenumbers
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HaunmeHoBaHue JIunensus CchlIKa Ha peno3uTopuii
prettytable i;iilése BSD https://github.com/jazzband/prettytable
psycopg?2 LGPL https://github.com/psycopg/psycopg?2
pyTelegramBotAPI|GPL-2.0 License https://github.com/eternnoir/pyTeleeramBotAPI
python-dateutil PSF license https://github.com/paxan/python-dateutil
Ezfll(ll(;:r-telegram- MIT License https://github.com/sashgorokhov/python-telegram-handler
grcode i-Clause BSD https://github.com/lincolnloop/python-grcode

icense
requests Apaghe License https://github.com/psf/requests
Version 2.0
redis MIT License https://github.com/andymccurdy/redis-py
aiohttp Apaghe License https://github.com/aio-libs/aiohttp
Version 2.0
pygments %-Clause BSD https://github.com/pygments/pygments
icense
. Apache License o . .
elasticsearch Version 2.0 https://github.com/elastic/elasticsearch-py
babel 3.-C1ause BSD http://babel.pocoo.org/en/latest/
license
pytest MIT License https://docs.pytest.org/en/6.2.x/contents.html
pytest-xdist MIT License https://github.com/pytest-dev/pytest-xdist
pytest-django i-Clause B5D https://github.com/pytest-dev/pytest-django
icense
pyotp . L
MIT License https://github.com/pyauth/pyotp
node.js MIT License https://github.com/nodejs/node
vue.js MIT License https://github.com/vuejs/vue
vue-avatar MIT License https://github.com/eliep/vue-avatar
vue-chartjs MIT License https://github.com/apertureless/vue-chartjs
vue-datetime MIT License https://github.com/mariomka/vue-datetime
vue-router MIT License https://github.com/vuejs/vue-router
vue-spinner MIT License https://github.com/greyby/vue-spinner
weekstart MIT License https://github.com/gamtiqg/weekstart
js-cookie MIT License https://github.com/js-cookie/js-cookie
axios MIT License https://github.com/axios/axios

font-awesome

Font Awesome Free
License

https://github.com/FortAwesome/Font-Awesome

Intro.js GNU GPL https://github.com/usablica/intro.js
chart.js MIT License https://github.com/chartjs/Chart.js
element-ui MIT License https://github.com/ElementUl/lib
vue-i18n MIT License https://github.com/kazupon/vue-il 8n
vue-il8n-loader MIT License https://github.com/intlify/vue-il 8n-loader

tinyproxy

GPL-2.0 License

https://github.com/tinyproxy
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Npunosxkenue 2. Co3aaHne akkayHTa GitHub.

Jlnist ocy1ecTBICHHS TepBOHAYAIBHOM HACTPOWKH M YCIEITHOTO TIoMcKa yTeuek B cepBuce GitHub
HEO0OXOMMO 3aBECTH YUYETHYIO 3aIIMCh B 3TOM CepBHUCE M MoayuuTh API-kmrou.

M.2-1 Pernctpaums akkayHta GitHub

[TepeiiauTe Ha https://github.com n HaxxmuTe kHONIKY «Sign Up for GitHuby.

github.com

O Why GitHub? Team Enterprise Explore Marketplace Pricing Search GitHub

Where the world
builds software

Millions of de
maintain their software on GitHub—tl
most advc ) ent platform

AR RN RN RN NN

[anee BBeauTe 3HaUCHHUE Kamuu U HaxxMuTe «Create Accounty.
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ITocne sToro BBEAUTE KOJ MOATBEPKACHUS], OIYYEHHBIH B IMCbME, IPHUILEAIEM Ha 3JIEKTPOHHBIH
azipec, yKa3aHHbIN IIPU PETUCTPALIUH.

You're almost done!

ant a launch code to
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[Tocne sToro Bel Oyznere nepeHanpaBieHbl Ha CTPAHUILY HACTPOHKH NEPCOHAIM3AINMN BaILIEro

akkayHra. [Iponycture e€, naxas «Skip Personalizationy, st mepexoja B maHes b yIIpaBICHUS
GitHub.

‘github.com.

How many team members will be
working with you?

This will help us guide you to the tools that are best suited for your
e c projects.

glad

Just me

Are you a student or teacher?

Student Teacher
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1.2-2 Co3gaHune APl kntova

[TepeiinuTe Ha cTpanuiy https://github.com/settings/tokens, meTKHUTE MBIIIBIO HA TTOJIE
«Personal access token» u 3arem Haxxmute «Generate new tokeny.

ub.com

Pull requests I|ssues Marketplace Explore

Developsr sattings

GitHub Apps Personal access tokens

Oiuth Apps Need an AP 1oken for for quick access to the GitHub AP

[Flrlsuuulnurbu IS ]——_:_ N . it - \ mad of & Daaswond lor G ovar HITHE
W 3 e AF B ALEne

3anonuuTe none Note Kak MOKa3aHO Ha pUCyHKe U B nosie Expiration Beioepure «No Expirationy,
OCTaJIbHBIC TIOJISI OCTaBbTE HE3AMOJHEHHBIMH U HOXMUTE «Generate token»

thub.com/settings/tokens/ne

Pull requests Issues Marketplace Explore

Settings / Developer settings

Github Apps New personal access token
OAuth Apps

Personal access tokens function like ordinary OAuth access tokens. They can be used instead of a password for Git
Personal access tokens over HTTPS, or can be used lo authenticate to the API over Basic Authentication

Note

leak-search personal access token
What's this token for?
Expiration *

No expiration 4 | The token will never expire!

GitHub strongly recommends that you set an expiration date for your token to help keep your information secure.
Learn more

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

[m} repo Full control of private repositories
[ repo:status Access commit status
[ repo_deployment Access deployment status
[J public_repo Access public repositories
[ repoinvite Access repository invitations
a security_events Read and write security events
[ workflow Update GitHub Action workflows
[ write:packages Upload packages to GitHub Package Registry
[ read:packages Download packages from GitHub Package Registry
] delete:packages Delete packages from GitHub Package Registry
[ admin:org Full control of orgs and teams, read and write org projects
O writezorg Read and write org and team membership, read and write org projects
M™Moaoa o L S O
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"I read-org
] admin:public_key Full control of user public keys
O writezpublic_key Write user public keys
O read-public_key Read user public keys
] admin:repo_hook Full control of repository hooks
[0 writezrepo_hook Wirite repository hooks

O read:repo_hook

] admin:org_hook

O gist

(] motifications

O] user L e ALL user data
[ read-user Fead ALL user profile data
O user:email Aocess user email addresses (read-only)

O userfollow

owr and u

] delete_repo Delete reposito

] write:discussion Read and write team dis
[ read-discussion Read team discussions

) admin:enterprise Full control o
[0 manage_runners:anterprise Manage enlerprise runners and runner-groups
[0 manage_billing-enterprise Bead and write enter lling dat

[ read-enserprise Fead ent

] admin:gpg_key Full contral of G keys (Developer Preview)

[ write-apg_key Wite pubfic user

O read:gpg_key FRead public user

e

Pull requests Issues Marketplace Explore

Settings / Developer settings

GitHub Apps Personal access tokens Generate new token Revoke all

OAuth Apps Tokens you have generated that can be used to access the GitHub API.

Personal access tokens
Make sure to copy your personal access token now. You won't be able to see it again!

v fiu) Delete

Personal access fokens function like ordinary OAuth access tokens. They can be used instead of a password for Git over HTTPS, or can
be used to authenticate to the API over Basic Authentication
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